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CIRCUIT CELLAR

a file, store it on disk to protect sen-
sitive data, or transmit it to another
computer with standard communica-
tion software like XMODEM (the en-
cryptor can encrypt a file without
changing control characters or creat-
ing them in the encrypted results). A
sample loopback encrypting program
written in BASIC for an IBM PC is
available via the Circuit Cellar BBS.

>Now is the time for all good men
Checksum = AOQ. Accept key? (Y/N) y

Consider the example shown above.
Since loopback requires the same
transmit and receive keys, it asks for
only one. As soon as the user con-
cludes that entry by answering yes,
any communication will be echoed

back to the terminal.

This sentence is not encrypted.
ATN=BEG

vD)tbbV 7 %6} =dXf6 YpOnjfjh8

This sentence is also not encrypted.

If this were stored somewhere and at
another time retransmitted to your-
self, it will be decrypted, providing the

same key is used that you used to en-
crypt it. The three lines above will
then look like this:

This sentence is not encrypted.
ATN=BEG

This sentence is. ATN=END

This sentence is also not encrypted.

(continued)

Hello, user B.

My transmit key for our next session

will be: ATN=BEG ‘

‘J. S. Bach was born in 1685." ATN=END
Talk to you next time. Bye.

Figure 8: An example of the use of auto start/stop mode during transmission.

C)we v ws wo w0

CJNE A, #DAV,GETCHAR

Listing 1: Inputloutput section of the data encryptor's assembly code.

UTILITIES FOR INPUT/OUTPUT

GET A CHARACTER FROM THE KEYBOARD

JU2STATR
A,PARM2 GET RECEIVE STATUS
A, #DAV AND LOOP UNTIL

JU2RECV
A,PARM2

CHARACTER ON THE SCREEN

DPL ; SAVE

DPH ; DATA POINTER.

ACC ; SAVE CHAR FOR LATER.
JU2STATR

A,PARM2 ; GET TRANSMIT STATUS

A, #TBMT ; AND LOOP UNTIL

A,#TBMT ,XMTSTAT ; TRANSMIT BUFFER EMPTY.
ACC ; RETREIVE CHARACTER
PARM2, A ; AND TRANSMIT IT.

ACC ; SAVE FOR AFTER JU2TRANS
JU2TRANS

ACC ; RETREIVE CHARACTER AND
DPH ; DATA POINTER FOR CALLING
DPL ; ROUTINE.

; WRITE A. STRING TO THE SCREEN

Q3AF 9176 ETCHAR: ACALL
03B1 E559 MoV
93B3 5440 ANL
03B5 B440F7
03B8 917F ACALL
03BA E559 MOV
03BC 22 RET

; WRITE A
03BD Ce82 PUTCHAR: PUSH
03BF C083 PUSH
03C1 COEQ PUSH
@3C3 9176 XMSTAT: ACALL
@3C5 ES559 MoV
03C7 5480 ANL
03C9 B480oF7 CJUNE
03CC DOE®O POP
03CE F559 MOV
03D0 COE® PUSH
03D2 917C ACALL
03D4 DOEO POP
03D6 De83 POP
23D8 D082 POP
@3DA 22 RET
03DB COEQ PUTSTRG: PUSH
03DD 7400 PNTCHAR: MOV
@3DF 93 MOVC
03EQ 6005 Jz
@3E2 71BD ACALL
Q3E4 A3 INC
O3ES B8OF6 SJMP
Q3E7 DOE® DONSTRG: POP
Q3E9 22 RET

ACC ; SAVE ACCUMULATOR.
A, #00H

A,@A+DPTR ; POINT TO CHAR IN STRING
DONSTRG ; DONE IF IT IS .
PUTCHAR ; OTHERWISE WRITE IT

DPTR ; AND POINT TO NEXT CHAR.
PNTCHAR

ACC ; RESTORE ACCUMULATOR.

DATA AVAILABLE.
GET CHARACTER AND
PUT INTO ACCUMULATOR.
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Because it is

a bad practice

to use the same key

over and over,

five additional
plaintext characters

are sent to scramble
the fixed key.

Two other commands are included to
enable one encryptor to be located
at a remote site. You may want to be
able to communicate with your com-
puter at home or at your office, but
no one is at the remote computer to
initialize the encryptor. With these
commands, you can call the computer
and initialize the encryptor by phone
before sensitive information is trans-
mitted either way (leaving the encryp-
tor attached protects you from the
malicious crackers who auto-dial
search for unattended auto-answer
computers). This procedure is also ap-
plicable for use on LANs or multiter-
minal systems.

The two commands are ATN=PROM
+xxxxX and ATN=USER+XXXXX,
where xxxxx are any five characters
used to offset the key already loaded
in the remote data encryptor. (The
reason for the offset will be explained
later.) Both commands reset the key
to a known point in case the key gen-
erators in the transmitting and receiv-
ing encryptors have gotten out of
sync. ATN=USER+xxxxx will reset to
the manual key that was previously
entered through the normal prompt-
ing after a power-on reset.

Unfortunately, if a power failure had
occurred (without some sort of un-
interruptible power source), the key
would be lost, and the remote encryp-
tor would have no way of reinitializ-
ing without a manually entered key.
ATN=PROM+xxxxx takes care of this
situation by using a key stored in the

110 BYTE * SEPTEMBER 1986

encryptor's EPROM to reinitialize
with.

Because it is a bad practice to use
the same key over and over, however,
the five extra characters are sent to
scramble the fixed key. This defeats
any attempts of an attacker using the
most-probable-word method to dis-
cover the key. Even though these five
characters are sent in plaintext, their
effect on the unknown key cannot be
predicted. The most-probable-word
method can be used only if the at-
tacker knows what part of the key was
used to encrypt a given part of a
message, and that part of the key
must be used often. Both of these
commands initialize the transmit and
receive side of both encryptors, and
encryption or decryption is started
immediately after the fifth scrambling
character is processed.

IN CONCLUSION

I'll have to admit that I didn’t know
much about data encryption before
attempting this project. Since most of
you probably share this lack of know!-
edge, 1 included more background
materials than I might ordinarily pre-
sent with a project. | trust that I
neither bored you nor made you into
a paranoid computer user. It's just
that forewarned is forearmed.

One additional observation about
using the encryptor. While it was de-
signed to facilitate direct use through
a modem, the telephone lines are
sometimes not up to the task. Drop-
ping or adding a character destroys
the synchronization necessary be-
tween the encryptor and decryptor,
and most modems do not include er-
ror checking. Rather than restarting
after sending fixed character blocks
using the intelligent (ATN=) command
set, it is much easier to preencrypt the
entire file using the loopback mode.

Then, using XMODEM or any good
error-checking communication pro-
gram, send the whole file to the re-
ceiving system. This situation does
not occur in directly connected com-
puters, LANs, or any communication
system with block transmission and
error checking.

Finally, after describing the encryp-
tor to a longtime engineering friend,
| was informed of an unconsidered

application. His job was to design
animated graphics simulations of vari-
ous research projects so that manage-
ment has some clue as to what their
big-bucks scientists are up to. Unfor-
tunately, to most people these simula-
tions looked and ran like the greatest
video games, and he was always try-
ing to track down who had swiped his
software for a demo.

The solution was to create a hard-
ware key to his software. He did this
by connecting a data-encryptor set in
the loopback mode to the serial port
on his computer and partially encrypt-
ing the graphics software to the cipher
key stored in EPROM. As his program
initialized, it had to send the en-
crypted block out to be deciphered
correctly before there were any graph-
ics routines to execute. This didn't in-
hibit the demonstrations but required
that they be only at his computer,
where he could keep track of his soft-
ware, or wherever he carried his little
black encryptor. Too bad. I used to
have such a good time running
around demonstrating his stuff!

CIRCUIT CELLAR FEEDBACK
This month's feedback begins on
page 58.

NEXT MONTH
Steve presents his new and improved
serial EPROM programmer.
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CAESAR CIPHER: The simplest encryp-
tion scheme, where the encrypted
character is displaced from the plain-
text character by a fixed amount:

Plaintext:
ABCDEFGHIJKLMNOPQRSTUVWXYZ
Ciphertext:
DEFGHIJKLMNOPQRSTUVWXYZABC

Plaintext: THE QUICK BROWN FOX
Ciphertext: WKH TXLFN EURZK IRA

This cipher is easily broken using fre-
quency analysis.

DES: This stands for data-encryption
standard, a system in which a 64-bit
block of data (eight characters) is trans-
formed into an encrypted block of 64
bits using a standard algorithm con-
trolled by a 56-bit key. Because the
value of each bit in the output block
is dependent on every bit in the input
block, it is called a block cipher.

FREQUENCY ANALYSIS: Tabulating the
occurrences of each letter in the
ciphertext. It is assumed that the most
frequently occurring letter is a plaintext
e the next most frequently occurring
letter is a "'t etc. Cryptograms in the
Sunday paper are easily broken using
frequency analysis.

GLOSSARY

KASINSKY SoOLUTION: A method of
determining the number of alphabets
used in a polyalphabetic cipher.

MONOALPHABETIC CIPHER: A simple
substitution in which each letter of
plaintext has a unique letter in the
ciphertext.

Plaintext:
ABCDEFGHIJKLMNOPQRSTUVWXYZ
Ciphertext:
EXUGRQFBPJAKCZHINODLMSVWYT

Plaintext: THE QUICK BROWN FOX
Ciphertext: LBR NMPUA XOHVZ QHW

This cipher is easily broken using fre-
quency analysis.

POLYALPHABETIC CIPHER: A system in
which several monoalphabetic ciphers
are used together in a cycle. This ex-
ample has a short cycle of 3:

Plaintext:
ABCDEFGHIJKLMNOPQRSTUVWXYZ
Ciphertext 1:
EXUGRQFBPJAKCZHINODLMSVWYT
Ciphertext 2:
LWKCVJAXMBNFEUDSTGOPRYIQZH
Ciphertext 3:
JPIOAKHQBLGNMRCFEWSYVUTZXD

Plaintext: THE QUICK BROWN FOX
Ciphertext: LXA NRBUN PODTZ JCW

Frequency analysis can be used to
decipher this, but a separate tabulation
must be kept for each alphabet. In this
example, three tables would have to be
kept. With even a few lines of text, it
could be broken. Before tabulation can
begin, the attacker must know how
many alphabets are being used. If a
message is encrypted with as many:
alphabets as there are characters in the
message, and the arrangements of the
letters in each is truly random, the
message will prove to be impossible
to break.

PSEUDORANDOM SEQUENCE GENERA-
TOR: Any hardware or software that
generates a very long sequence of bits.
The sequence will eventually start over
and repeat. This is why it is a pseudo-
random sequencer and not a random
sequencer. In addition, while the se-
quence appears to be random, it will
always be the same fif it is started with
the same seed.

VERNAM CIPHER: A method where a
continuous stream of key bits is com-
bined, using an exclusive-OR function,
with the message bits for encryption.
Each bit in the output stream is depen-
dent on only 1 bit in the input stream
and 1 bit in the key.

The following items are available from

CClI
PO. Box 428
Tolland, CT 06084

1. Data encryptor/decryptor blank PC board
and programmed 2764 EPROM containing
encryption algorithm and serial I/O software.
................... $79, two for $150
2. Data encryptor/decryptor PC board Kkit.
Includes all board-mounted components,
programmed EPROM, and microprocessor,
less power-supply module and case . . $99,
two for $195
3. 115V AC/60-Hz power-supply module for

AR OV 15 1, s T ot Lo Ty SV $9
4. 5- by 5%- by 1%-inch enclosure with blank
endplatess. re Eestr b en 38 gy R S $9.75

The data encryptor is available in low quan-
tities only in kit form. It is available assem-
bled and tested with right-angle toggle and
DIP switches only in volume OEM quantities
(telex: 643331). Price and delivery informa-

tion available on request.

All payments should be made in US.
dollars by check. money order, MasterCard,
or Visa. Surface delivery (US. and Canada
only): add $5 for US., $10 for Canada. For
delivery to Europe via U.S. air mail, add $20.
Three-day air freight delivery: add $8 for USS.
(UPS Blue), $25 for Canada (Purolator over-
night), $45 for Europe (Federal Express), or
$60 (Federal Express) for Asia and elsewhere
in the world. Shipping costs are the same for
one or two units. Connecticut residents add
7.5 percent sales tax.

Most of the individual encryptor com-
ponents, including the 8031, are available
from JDR Microdevices, 1224 South Bascom
Ave., San Jose, CA 95128, (800) 538-5000.

There is an on-line Circuit Cellar bulletin
board system that supports past and pres-
ent projects. You are invited to call and ex-
change ideas and comments with other Cir-
cuit Cellar supporters. The 300/1200/2400-bps

BBS is on-line 24 hours a day at (203)
871-1988.

Editor’s Note: Steve often refers to previous
Circuit Cellar articles. Most of these past ar-
ticles are available in book form from BYTE
Books, McGraw-Hill Book Company, PO. Box
400, Hightstown, NJ 08250.

Ciarcia's Circuit Cellar, Volume 1 covers articles
in BYTE from September 1977 through
November 1978. Volume 11 covers December
1978 through June 1980. Volume 111 covers July
1980 through December 1981. Volume 1V
covers January 1982 through June 1983.
Volume V covers July 1983 through December
1984. B

To be included on the Circuit Cellar mail-
ing list and receive periodic project up-
dates and support materials, please cir-
cle 100 on the Reader Service inquiry
card at the back of the magazine.
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PRO-GRAMMING PROJECT

CALCULATING-CRCS
BY BITS AND BYTES

BY GREG MORSE

Use the XOR function to implement modulo 2 division
when

Recently | needed to im-
plement the XMODEM
cyclic redundancy check
(CRC) option on my
XCom9 modem pro-
gram. Despite the many
programs available for
calculating CRCs, | had some difficulty
understanding the math behind the calcula-
tions. The details became clear after much
research and experimentation.

The starting point for all CRCs is fancy
linear algebra. The CRC is defined in terms
of message polynomials, generator poly-
nomials, and so on. As Perez, Wismer, and
Becker state in “Byte-wise CRC Calculations”
(IEEE Micro, June 1983),

In a system employing CRC the message be-
ing transmitted is considered to be a binary
polynomial M(X). It is first multiplied by X*
and then divided (modulo 2) by an arbitrary
generator polynomial G(X) of degree f
which results in a quotient Q(X) and a
remainder. . .

It sounds confusing, but if you can under-
stand how to apply the math, you can
design more efficient programs and spot
many erroneous ones.

THE "MATH-NESS"’ TO THE METHOD
The design of the polynomial G(X) is ex-
tremely complex. You need to pick one that

calculating cyclic redundancy checks

produces CRCs that are good at detecting
errors. Fortunately, many G(X)s exist
already. Table 1 contains the two most com-
mon G(X)s in an 8-bit-byte environment.
Let's calculate the CRC for the letter T,
0101 0100 in binary. M(X) is the message
as it is transmitted. You transmit a charac-
ter’s least significant bit (LSB) first, so M(X)
becomes 00101010. Then you divide
modulo 2 as shown in figure 1. (Modulo 2
means you use the XOR instruction instead
of the normal add and subtract.) Work it
through according to the process shown in
figure 2. Note that the CRC result is given
in reverse order, that is, most significant bit
(MSB) on the right, LSB on the left.

BIT-ORIENTED ALGORITHMS
Using the long-division approach, if you had
only a single zero bit to send, you would
get the result shown in figure 3. If you had
two bits to send, a zero and then a one, long
division would produce the result shown in
figure 4. The first remainder in figure 4 is
the same as the first remainder in figure 3
except that its LSB has been XORed with
(continued)
Greg Morse (10871 Roseland Gate, Richmond, BC.,
Canada VTA 2R1) is an engineer with the British
Columbia Telephone Company. He has 20 years
experience with computers and 10 with data com-
munications. Greg has B.A.Sc. and M.A.Sc. degrees
in electrical engineering.
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